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SECURITY LABELLING 

The present invention relates to a security marker, 
and to an item incorporating a security marker. The 
invention also relates to a system for detecting a 
5 Security marker. 

Security markers are provided to enable an item to 
be validated* The need for security markers for valuable 
items, such as documents, is well known. Banknotes 
typically include advanced security features/ such as 
10 watermarks, fluorescent inks, security threads, 

holograms, kinegrams, and such like. However, with 
advances in copying technology, it is becoming more 
difficult to provide security features, which are 
difficult to counterfeit, easy to detect, quick to detect 
15 in situ, and not too expensive to incorporate in an item- 

Chemical and biochemical taggants (also known as 
labels, markers, or tags) are added to items as markers 
that can be detected to validate the items. However, to 
validate such taggants, the taggants typically have to be 
20 removed from the item and then analysed. This is both 

time-consuming and expensive, which renders such taggants 
inappropriate for on-line, high speed examination. 

Optical based techniques have been used for non- 
visual encoding of a range of products. One of the most 
25 widely employed optical" labeling strategies uses 

fluorescent labels, for example labels printed using 
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fluorescent ink or dye. Fluorescent materials emit light 
when excited by radiation of a particular wavelength. 
Information can be encoded by forming marks using 
fluorescent inks, which information can only be retrieved 
5 when the mark is illuminated with radiation of the 

appropriate wavelength. An example of a particular type 
of fluorescent ink is described in US 5,256, 193. jp 
8208976; OS 4,736,425; US 5,837,042; US 3,473,027; US 
5,599,578; GB 2,258,659; US 6,344,261; and US 4,047,033 
10 describe various security labelling and printing 

applications • However, known inks and dyes have the 
disadvantage that they have very broad spectra, which 
limits the number of inks and dyes that can be used in an 
item. 

15 It iS' among the objects of an embodiment of the 

present invention to obviate or mitigate one or more of 
the above disadvantages or other disadvantages of the 
prior art. 

According to a first aspect of the present invention 
20 there is provided an optically detectable security marker 

for emitting light at a pre- selected wavelength,, the 
marker comprising: a rare earth dopant and a carrier 
incorporating the rare earth dopant, the interaction of 
the carrier and the dopant being such as to provide a 
.25 fluorescent fingerprint or. response that is different 

from that of the rare earth dopant. 
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The rare earth element has an intrinsic set of 
electronic energy levels. The interaction between the 
carrier and the dopant is such that these intrinsic 
energy levels change when the dopant is incorporated into 
5 the carrier. For example, when the dopant is 

incorporated into a glass, new bonds are formed in the 
doped glass, thus altering the electron arrangement and 
hence the energy levels of absorption and fluorescent 
emission. Altering the rare earth dopant and/or dopant 
10 chelate and /or the composition of the carrier changes 

these energy levels and hence the observed fluorescent 
fingerprint . 

By virtue of this aspect of the invention an 
optically detectable security marker is provided that can 
15 be tailored to have strong fluorescent light emission at 

a pre-selected wavelength when illuminated with .a 
particular wavelength of light. This enables a validator 
to validate the security marker by detecting emission at 
the pre-selected wavelength in response to radiation at a 
20 particular wavelength. Such a security marker is very 

difficult to replicate by a counterfeiter. 

Preferably, the rare earth dopant is a lanthanide. 
Preferably, the carrier comprises a glass or a 
plastic. The carrier in which the rare earth dopant is 
25 embedded can. readily be produced in a variety of formats, 

e.g.- microbeads or fibres, suitable for inclusion in 
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plastic or paper products. Alternatively .they may be an 
integral part of the polymer matrix forming a product. 

Due to the very discrete fluorescence wavelength of 
a carrier doped with a rare earth element, multiple 
5 carriers can be used (or a single carrier doped with 

multiple rare earth elements) , each prepared to have a 
different pre-selected emission wavelength, so that a 
security profile comprising multiple wavelengths can be 
provided in a single item without the different 
10 wavelengths overlapping each other. This enables a 

security . marker to be provided that has a security 
profile selected from a large number of permutations, 
thereby greatly increasing the difficulty in 
counterfeiting such a security marker. 
15 The carrier doped with the rare earth ion has a new 

energy level profile that allows transitions different to 
thosss allowed by either the rare earth element or the 
undoped carrier. 

The new energy profile is particularly advantageous 
20 for security purposes because it provides narrow 

emissions at wavelengths not naturally found in either 
- the rare earth element or the undoped carrier. Th^Se 
narrow emissions can be used as part of a security 
marker . 

25 Preferably a plurality of rare earth dopants is. 

used. One or more of these different rare earth dopants 
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may hav6 intrinsic fluorescence emissions that are 
visible to the unaided human eye and one or more may have 
intrinsic fluorescence emissions that are invisible to 
the unaided human eye, for example infra-red or ultra- 
violet fluorescence emissions. 

Preferably, the combined effect of the carrier and 
the ::are earth dopanr is such as to cause the security 
marker to emit light that is visible by the unaided eye, 
for example in the range of. 390-700nm. 

Preferably, the security marker can be excited by 
highly selective, high intensity visible light and the 
resultant emission can be detected in the visible region. 

According to a second aspect of the present 
invention there is -provided an item having an optically 
detectable security feature for emitting light at a pre- 
selected wavelength, the item comprising; a rare earth 
depart and a carrier incorporating the rare earth dopant, 
the interaction of the carrier and the dopant .being such 
as to provide a fluorescent fingerprint or response that 
is different from that of the rare earth dopant . 

The item may be validated by irradiating the item 
and detecting emissions at the pre-selected wavelength- 

The item may be a fluid. Examples of fluids 
particularly suitable for use with the invention include 
fuel, paint, ink and such like. 
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Preferably, the item is a laminar media item. The 
ar media item may be in the form of a web, or in 
form. Examples of sheet form laminar media items 
include banknotes and financial instruments such as 
es . 

Preferably, the item includes a plurality of 
ity markers, each marker emitting at a different 
lected wavelength. Alternatively, a - marker may 
ltjde a plurality of rare earth dopants. 

In a preferred embodiment, the markers have 
concentrations 'of dopant, so that the 
ities of the pre-selected wavelength emissions are 
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By virtue of this feature, the relative emission 
ity of different pre-selected wavelengths can be 
as a security feature. . For example, one pre- 
wavelength intensity may be 100%, another pre- 
wavelength intensity 50%, a third pre-selected 
ity 25%, and a fourth pre-selected intensity- 50%. 
or less than four wavelengths can be used* This 
a large variety of security profiles, where each 
le comprises a ratio of intensities of a plurality 
lengths * This also makes counterfeiting even more 
ult, as the quantities of each dopant must toe 
3tely replicated, in addition to the carrier energy 
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In one embodiment, the emission from . each marker 
decays over a different time period. By virtue of this 
feature, the time over which an emission occurs for a 
particular wavelength can be used as part of a security 
profile. 

According to a third aspect of the invention there 
is provided a system for validating an item having an 
optically detectable security feature emitting light at 
one of a plurality of pre-selected wavelengths, where the 
security feature has a carrier incorporating a rare earth 
dopant, the system comprising: means for illuminating the 
secuiity feature with one or more wavelengths for 
producing emissions from the rare earth dopant; means for 
detecting emission from the security feature at a pre- 
15 selected wavelength; means for filtering and comparing 

the detected emission with a security profile for the 
item; and means for indicating a successful validation in 
the event of the emission matching the security profile. 

Preferably, the means for illuminating the item 
20 comprises a pulsed light emitting diode and an 

illumination filter for ensuring that only a narrow band 
of wavelengths illuminate the item. 

Preferably, the means for detecting emission 
comprise a detection filter to filter out all wavelengths 
25 except the pre-selected wavelength, and a photodiode to 
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detect the intensity of light passing through the 
detection filter. 

In a preferred embodiment, the illumination means 
comprises an array of LEDs, each LED having a different 
illumination filter, so that the item to be validated is 
illuminated with multiple wavelengths. In such an 

embodiment the detection means comprises an array of 
photodiodes, each photodiode having a different detection 
filter, so that the emission at each pre-selected 
wavelength can be determined . 

According to a fourth aspect of the invention there 
is provided a method of validating an item having an 
optically detectable security feature emitting light at 
one of a plurality of pre-selected wavelengths, the 
method comprising the steps of: illuminating the security 
feature with one or more wavelengths for producing 
emissions from the rare earth dopant; detecting emission 
from the security feature at a pre-selected wavelength; 
filtering and comparing the detected emission with a 
security profile for the item; and indicating a 
successful validation in the event of the emission 
matching the security profile. 

According to a fifth aspect of the invention, there 
is provided, an optically detectable security marker for 
emittjing light at a pre-selected wavelength, the marker 
comprising: a rare earth dopant incorporated within a 
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carrier material, the dopant and the carrier, material 
beinc such as to cause emission of visible light in 
response to optical stimulation by visible light of a 
pre-cetermined wavelength. 

Preferably, the interaction of the carrier and the 
depart, is such as to provide a fluorescent fingerprint or 
response that is different from that of the rare earth 
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According to a sixth aspect of the invention, there 
is provided a security item that includes an optically 
detectable security marker for emitting light at a pre- 
selected wavelength, the marker comprising: a rare earth 
dopaift incorporated within a carrier material, the dopant 
and the carrier material being such as to cause emission 
of visible light in response to optical excitation by 
visible light. Preferably, the security item is a fluid, 
for example fuel, paint, ink and such . like. 
Alternatively the security item may be a laminar media 



for example banknotes and financial instruments 
as cheques. Preferably, the item includes a 

lity of security markers, each marker emitting at a 
rent pre-selected wavelength. Preferably, the 

action of the carrier and the dopant is such as to 



provide a fluorescent fingerprint that is different from 



of the rare earth dopant 



10072922 26-Jun-03 03:36 ~j 



FILE No. 125 26.06.'03 14:31 ID:C.& F GLASGOW 



FAX:01412217739 



PAGE 14/ 29 . 



f- 



10- 



15 



20 



25 



basec 

AI263 
eartfc 
glass- 
CaO 
wt% ; 



ion 



10 

According to a seventh aspect of the invention, there 
is provided a. security marker comprising a borosilicate 
glass, preferably including Si02; NaO; CaO; MgO; 
0.2 9; FeO and/or Fe 2 0 3 ; K 2 0, and B 2 C>3 ( and a rare 
dopant, preferably a lanthanide, preferably the 
has a composition of: Si0 2 51.79 wt%; NaO 9,79 wt%; 
.00 wt%; MgO 2.36 wt%; A1 2 0 3 0.29 wt%;. FeO, Fe 2 0 3 0.14 
K 2 0 0.07 wt%, and B 2 0 3 2B.56 wt%, not precluding the 



use of other glass mixes. The glass and the rare earth 



ay be formed into a- micro-bead. 



Detailed Description 



A security marker in which the invention is embodied 
will now be described by way of example only and with 
reference to the accompanying drawings, of which: 

Figure 1 is a block diagram of a detector 
arrangement; 

Figure 2 is a table showing various excitation 
wavelengths and corresponding emission wavelengths for a 
Europium dopant in a borosilicate based glass, and 

Figure 3 is a table similar to that of Figure 2 for 
Europium/ but in solution* 

The marker comprises a carrier, such as glass or 
plastic including one or more types of rare earth ion. 
The interaction of the glass or plastic and the dopant is 
such that the spectral response of the marker is 
different from that of the rare earth dopant or the 
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carrier per se. In particular, the interaction between 
the carrier and the dopant is such that the intrinsic 
energy levels of the dopant change when it is 
incorporated into the carrier. For example, when the 
5 dopant is incorporated into a glass, new bonds are formed 

in the doped glass, thus altering the electron 
arrangement and hence the energy levels of absorption and 
fluorescent emission. Altering the rare earth dopant 
and/cr dopant chelate and /or the composition of the 
10 carrier changes these energy levels and hence the 

observed fluorescent fingerprint. The preferred dopant is 
any of the lanthanides except Lanthanum. Preferably the 
rare earth doped glass is formed into micro-beads that 
can fce included in, for example/; a fluid such as ink. 
15 Several methods for doping standard glass 

sitions with the selected fluorescent rare earth 
can be employed. In one method, test samples of 
glass are prepared by the incorporation of the rare 
earth) ions into the batch composition using the 
2 0 apprcpriate metal salt. The glass is prepared by heating 

the batch in a platinum crucible to above the melting 
of the mixture. In another method, existing 
standard glass samples are powdered and mixed with 
solutions of the fluorescent ions. The glass is lifted 
2 5 out df the solvent, washed and then oven dried. 



compc 
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An example of a glass that could be used as the 
carrier material for the rare earth dopants is a 
borosilicate based glass. In particular, a glass that 
couldl be used is as follows: Si0 2 51.79 wt%; NaO 9.79 wt%; 
CaO 7.00 wtS; MgO 2.36 wt%; AI2O3 0.29 wt%; FeO, Fe z 0 3 0-14 
wt%; K 2 0 0-07 wt%, and B 2 0 3 28,56 wt%. This can be made 
by bell milling soda lime . beads (lOOjim) for 5 minutes to 



agair 
brass 



e a powder to help melting and mixing. Then 5g of 



creat 

the crushed soda lime beads, 2g of the B2O3 and 3mol% of 
the ::are earth dopant, for example Europium, Dysprosium 
and terbium but also others, are ball milled together 
for, for example, 3 minutes. The resulting powder is 
then put in a furnace and heated up to : 550C. It is left 
in tlie furnace at this temperature for about 30 minutes, 
to ensure that the boric oxide is completely melted. 
Then the temperature is increased to 11Q0C for 1 hour to 
prodr.ee a homogeneous melt. The temperature is increased 



to 1250C and the molten glass is poured into a 
mould, which is at room temperature, which quenches 



the crlass to form a transparent, bubble free borosilicate 
glasq, doped with a rare earth ion, 

The peak emission wavelength for fluorescent 
emission in the marker depends on the energy levels of 
the final rare earth doped glass. Altering the weight 
25 percentage of the network modifier oxidea within the 
glass matrix will change these levels and hence change 
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the observed peak fingerprint. Hence, to observe the 
correct wavelength fingerprint, the glass composition has 
to be known. Likewise, where two or more rare earth 
dopants are used, varying the ratios, by mole percentage, 
of these changes the fluorescence intensity in the 
detected signal. Peak intensities can be used as part of 
the encoding scheme and so by varying the dopant levels, 
there is provided an opportunity to provide even more 

encoding options. 

Figure 1 shows an arrangement for detecting 
information encoded in accordance with the. present 
invention. This includes a sensor and a platform for 
supporting an item under test. The sensor has a housing 
in which are provided an emitter, for example a light 
15. emitting diode (LED), at the output of which is provided 
a narrow band filter. The narrow band filter allows only 
a very narrow, pre-determined range of wavelengths to be 
passed. As an example, the filter could be selected to 
allow a narrow band pass centred on a wavelength of 465nm 
to pass through it and toward the - sample platform. 
Adjacent to the emitter is a detector, such as a 
photodiode. At its input is a narrow band filter that 
allows only a very narrow, pre-determined range of 
wavelengths to pass through it. As an example, the 
filter could be .selected to allow light centred on a 
wavelength of 615nm to reach the detector. 
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In use of this arrangement, light is emitted from 
the emitter and passed through the first narrow band 
filter and onto a security item that carries or includes 
the marker. This light is absorbed by the r*re earth 
5 dopant , which if it matches the energy levels of the 

dopant and carrier used causes it to fluoresce- Light 
emitted from the item is transmitted towards the second 
filter, and from there, to the detector. Also the 
emission' from each marker decays over a different time 
10 period. By virtue of this -feature, the time over which 

an emission occurs for a particular wavelength can be 
used as part of a security profile. For authentic 
documents, the light received at the detector should have 
one or more characteristic features that can be 
15 identified. In the event that the detected response has 

the expected features, the item is identified as being 
bona fide. In the event that the response is not as 
expected or is not within an acceptable range of the 
expected response, the item is identified as being a 
20 potential counterfeit* 

The spectral emissions of various marker samples 
have been investigated- As. an example. Figure 2 shows a 
table of the emission wavelengths and intensities for 
various different excitation wavelengths for a marker 
,25 comprising of 3mol% EuCl 3 when included in the 

borosilicate glass described above. By way of 
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comparison, Figure 3 shows the corresponding results for 
the EuCl 3 :6H 2 0 dopant, but when in solution. From these 
Figures, it can be seen that in glass the most 
significant excitation is at 395nm, which emits at 615nm 
and 590. 5nm. The corresponding results for the EuCl 3 :6H 2 0 
in solution shows that the emission wavelengths here are 
592. Snm, 618. 5nm, 556. 5nm, 536nm and 526nm. Hence the 
spectral response of the marker at 395nm is significantly 
different from that of the EuCl 3 :6H 2 0 in solution. Also 
in glass, for excitation at a wavelength of 415nm, there 
' is an output of 6l5nm and 590. 5nm. In contrast for the 
EuCl 3 :6H 2 0 in solution there is effectively no 
fluorescence at this wavelength. Again, this 

demonstrates that there is significant and measurable 
15 difference caused by the incorporation of the EuCl 3 :6H 2 0 

in the borosilicate carrier. 

Because rare earth ions have well defined and 
relatively narrow, non-overlapping spectral bands, this 
means for many applications . it is possible to detect the 
security marker using a single discrete pre-deterrained 
excitation wavelength and likewise a single discrete pre- 
determined detection wavelength. For example, for the 
EuCl 3 doped borosilicate glass described above, the 
emitter filter could be selected to be 465nm, and the 
detector filter could be 615nm. Alternatively, a 
plurality of stimulating wavelengths could be used. To 
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do this, a number of different suitable emitter filters 
would be selected, and a plurality of corresponding 
filters. These would be included in the arrangement of 
Figure 1 to allow the simultaneous measurement of optical 
5 response at various different wavelengths. 

A further advantage of the discrete nature of 
spectral response of rare earth ions is that a number of 
species can be combined into the one product . for improved 
security for example 3 mole % Eu + 3 mole % Tb, not 

10 precluding other rare earths at different percentages and 

more than two. Because the response of the various 
different dopants is relatively discrete, detection of 
these is simplified. The narrow emission bands also 
facilitate the spectral selection of the molecules, 

15 making the detection system simpler than those required 

for systems containing multiple dyes. A further advantage 
is that many rare earth ions require excitation at 
wavelengths conducive to existing laser diode 
technologies* This makes online excitation not only 

20 possible but compact, robust and long lived. 

Furthermore, incorporating the rare earth dopants into a 
suitable carrier, and in particular the glass beads 
described herein, means that the security marker in which 
the invention is embodied is extremely stable under 

25 adverse chemical, environmental and physical abrasion 
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conditions, thereby ensuring that it has. a long lifetime 
compared to conventional dyes. 

A skilled person will appreciate that variations of 
the disclosed arrangements are possible without departing 
from the invention. For example, whilst only a few rare 
earth ions have been specifically described, it will be 
appreciated that there is a wide range of fluorescent 
rare earth ions that could be used. The number of 
permutations available is therefore greatly enhanced. In 
addition, whilst some rare earth ions emit in the UV and 
IR ranges, it is preferred that both the excitation 
radiation and the emitted radiation are within the 
visible range, that is within a wavelength range that is 
visible to the unaided human eye. Accordingly, the above 
description of a specific embodiment is made by way of 
example only and not for the purposes of limitation. It 
will be clear to the skilled person that minor 
modifications may. be made without significant changes to 
the operation described. 



20 
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Claims 

1 # An optically detectable security marker for emitting 
light at a pre-selected wavelength/ the marker comprising 
5 a rare earth dopant and a carrier incorporating the rare 

earth dopant, the interaction of the carrier and the 
dopant being such as to provide a fluorescent fingerprint 
that is different from that of the rare earth dopant. 

10 2. A marker according to claim 1, where the rare earth 

dopant is a lanthanide. 

3. A marker according to claim 1 or claim 2, where the 
carrier comprises a glass or a plastic. 

15 

4. A marker as claimed in any of the preceding claims 
wherein the dopant and the carrier material are such as 
to cause emission of visible light in response to optical 
excitation by visible light . 

20 

5. An item having an optically detectable security 
feature for emitting light at a pre-selected wavelength, 
the "item comprising a rare earth dopant and a carrier 
incorporating the rare earth dopant, the interaction of 

25 the carrier and the dopant being such as to provide a 
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fluorescent fingerprint or response that is different 
from that of the rare earth dopant. 

6. An item according to claim 5, where the item is a 
5 fluid, 

7. An item according to claim 5, where the item is a 
laminar media item. 

10 8. An item according to claim 5, wherein the security 

feature comprises a plurality of security markers, each 
marker emitting at a different pre-selected wavelength. 

9. An item according to claim 8, wherein the markers 
15 have different concentrations of dopant or dopants , so 

that the intensities of the pre-selected wavelength 
emissions are different* 

10. An item according to claim 8 or claim 9, wherein the 
20 emission from each marker decays over a different time 

period - 

11. A system for validating an item having an optically 
detectable security feature emitting light at one of a 

25 plurality of pre-selected wavelengths, where the security 
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feature has a carrier incorporating a rare earth dopant , 
the system comprising: 

means for illuminating the security feature with one 
or more wavelengths for producing emissions from the rare 
5 earth dopant ; 

means for detecting emission from the security 
feature at a pre-selected wavelength; 

means for comparing the detected emission with a 
security profile for the item; 
10 means for the electronic selection of the photodiode 

signals based on the fluorescent lifetime of the detected 
signal corresponding to the emitted radiation from the 
security marker and; 

means for indicating a successful validation in the 
15 event of the emission matching the security profile. 

12. A system according to claim 11, wherein the means 
for illuminating the item comprises a pulsed light 
emitting diode and an illumination filter for ensuring 

20 that only a narrow band of wavelengths illuminate the 

item. 

13. A system according to claim 11, wherein the means 
for detecting emission comprise a detection filter to 

25 filter out all wavelengths except the pre-selected 
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wavelength, and a photodiode to detect the intensity of 
light passing through the detection filter. 

14. A system according to claim 11, wherein the means 
5 for electronic selection of the photodiode signal 

comprise an electronic filter to filter out all signals 
except the pre-selected signals corresponding to the 
long-lived rare earth fluorescent emissions. 

10 15. A method of validating an item having an optically 

detectable security feature emitting light at one of a 
plurality of pre-selected wavelengths, the method 
comprising the steps of: 

illuminating the security feature with one or more 

15 wavelengths for producing emissions from the rare earth 

dopant; 

detecting emission from the security feature at a 
pre-selected wavelength; 

comparing the detected emission with a security 
20 profile for the item; 

detecting and comparing the electronic signals from 
the photodiode based on the fluorescent lifetime of the 
detected signal corresponding to the emitted radiation 
from the security marker; and 
25 indicating a successful validation in the event of 

the emission matching the security profile. 
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Abstract 



An optically detectable security marker for emitting 
light at a pre-selected wavelength. The marker comprises 
5 a rare earth dopant and a carrier incorporating the rare 

earth dopant. The interaction of the carrier and the 
dopant is such that the fluorescent fingerprint of the 
marker is different from that of the rare earth dopant. 
The marker may be incorporated into a plurality of items, 
10 such as fluids, for example paint, fuel or ink/ and 

laminar products such as paper or banknotes or credit 
cards. 



[0072922 26- dun- 03 03:36] 



- FILE No. 125 26.06. '03 14:33 

• C 



ID:C.& F GLASGOW 



FAX : 01412217739 



PAGE 27/ 29 



Sensor Housing 




(Eu) 









Item under test 





Figure 1: Example of an arrangement for in- situ 
validation of security label 
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Excitation 
wavelength (nm) 


Emission wavelength 
(am) 


Fluorescent 
intensity 


395 


' 535 


14.433 


395 


590.5 


82.873 




615 


285.211 


395 


65 4 


13. 332 


415 


590.5 


11.469 


415 


615 


30. 916 


465 


615 


175.781 


4 65 


590.5 


38.013 


535 


615 


28.495 



Figure 2 : Europium in borosilicate based glass 
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Excitation 
wavelength (im) 


<am) 


Fluorescent 
intensity 


395 


526 


1 .746 




536 


2. 495 


395 


556.5 


8.633 


' 395 


592.5 


85 .608 


395 


618 . 5 


30 .277 


415 






465 


594 ■ 




465 


616,5 


0.793 


4 65 


700. b 


3. 915 


535 


5 92 


1. 126 



Figure 3: Europium in aqueous solution 
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